CONTACT

DO

linkedin.com/in/ahnaf-shahariar

> 8301571349242
D<) ahnaf.sec@gmail.com
Q Jamalpur, Post Office: Isabpur

5900, Dhamoirhat, Naogaon

EDUCATION
DIPLOMA IN ENGINEERING

Institute of Information Technology Bogura
Computer science.
CGPA- 3,67 out of 4.00

2019 - 2023

SECONDARY SCHOOL CERTIFICATE
Darigachha Islamia High School

science,

CGPA- 4,22 out of 5.00

2017 - 2018

SKILLS
Hard skill:

Knowledge of cyber security concepts and tools.
Good understanding of networking protocols and
security best practices.

Familiarity with Unix, Linux, and Windows
operating systems.

Knowledge of security-related programming
languages like Python and Java,c/c++.
Vulnerability management. (Tenable)

web app bugs like IDOR, XSS, SQL injection, etc.
Wireless Penetration Testing, Enumeration.
Open Source Intelligence (OSINT).

Wazuh (SIEM and XDR).

Information Technology

Technical Support

Troubleshooting

MD AHNAF SHAHARIAR

CYBER SECURITY ANALYST

Cybersecurity professional with a strong interest in ethical hacking,
penetration testing, vulnerability analysis, and network security. Hard-working,
energetic, personable, and technical-minded individual.

Possess exceptional customer service and communication skills with the ability
to multitask and resolve issues quickly. Currently in a cybersecurity role where |
continue to develop and learn new skills while contributing to the
organization's overall success. | also possess

e Excellent task management. Ability to handle multiple projects
simultaneously.

o Experience with security toolkits such as Kali Linux, Metasploit, and Burp
Suite Pro, Nessus.

e Proficient in translating information from technical to
executive/management terminology.

EXPERIENCE

INSTRUCTOR

Square Private Polytechnic Institute

2 July 2024 - 25 March 2025

JUNIOR INSTRUCTOR
Institute of Information Technology Bogra (IITB).

1Jan 2024 - 1 july 2024.

Responsibilities:

e Conduct theoretical and practical classes on computer science
topics such as programming, data structures, algorithms, etc.

e Prepare lesson plans, assignments, quizzes, and exams according to
the curriculum and syllabus

e Evaluate and grade students' performance and provide feedback and
guidance

e Assist senior instructors and department head in developing and
updating course materials and curriculum

e Participate in academic and administrative activities such as
workshops, seminars, meetings, etc.

INTERN
Creative Skills Limited.

Aug 2023 - Nov 2023

Responsibilities:

e Assisted in security analysis and vulnerability assessments.

e Conducted research on emerging cybersecurity threats and trends.

e Supported the incident response team in investigating and mitigating
security incidents.

+ Helped ensure compliance with security policies, standards, and
regulations.

e Contributed to security awareness initiatives and educational
programs.

¢ Assisted with documentation of security procedures and policies.
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Soft skill:
Strong analytical and problem-solving skills.

Strong verbal and written communication skills.

Time Management.
Teamwork.

Reference:

Name: Rafsan Anowar

Company: Creative Skills Limited.
Designation: cyber security specialist
Email: rafsan.cit.bd@gmail.com
Phone Number: +8801312-001321

Name: Asif Estiak
Company: Unplex Me

Designation: Software Development Engineer (SDE)

Email: dev.asif.ae@gmail.com
Phone Number: +8801688-436335

e Gained hands-on experience with security tools and technologies.
e Collaborated with cross-functional teams to address security-related issues.

Cybersecurity(Red Teaming)

tools
Nmap, Burpsuite, Zap, Metasploit, Tenable Nessus, John the Ripper,

Powerview, Bloodhound, Mimikatz, DirBuster, Impacket, Hashcat,
Hydra, SQLMap, Wireshark, Responder, crunch, Aircrack-ng, Netcat,
Google Sheets, Docs, Microsoft Word, Excel.

ACHIEVEMENTS
TryHackMe

¢ TryHackMe is a free online platform for learning cyber security, using hands-
on labs.

¢ Globally in the top 3% ranking in the Tryhackme platform.

e The machine completed: Mr Robot CTF, Polkit, Active Directory, Simple CTF,
Wreath, Linux Privilege escalation, and so on...

e URL: https://tryhackme.com/p/ahnaf9

Badges — tryhackme

Advent of Cyber 4, Advent of Cyber 3, Metasploitable, Hash Cracker, OWASP
Top 10, Windows Priv Esc, Security Awareness, Linux PrivEsc, OSINT, Blue,
Webbed, cat linux.txt, Ice, Wreath.

PUBLICATIONS

e Publication Title: Full Details About the Linux File System
Structure and Function.

e Publication Date: 30 August 2022

e Platform: medium

e URL: https://medium.com/@shahariarkazi80352

PROJECT'S

¢ Exploit Development Lab Build.

e Setting Up ACTIVE DIRECTORY.

e Setting Up LDAPS.

e GPP / cPassword Attacks.

e Credential Dumping with Mimikatz.
e PrintNightmare attack.

¢ Golden Ticket Attacks.

e Wireless Penetration Testing.

CERTIFICATIONS
e Advent of Cyber 4 - TryHackMe
e _Ethical Hacking for Beginners - Udemy
e (NEW 2021) CompTIA Network+ (N10-008) Video Training Series -

Udemy
e Getting Started with Wireshark: The Ultimate Hands-On Course
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